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You’ve got them. Why Not Use Them?
By Vinny

Sheriff
Newell Normand,
JPSO
(Jefferson Parish Sheriff’s
Office)

Wed,

6:30 pm
Harahan Senior
Center

People configure their desktops in different ways for an all encompassing assortment of reasons. Most use the Windows defaults
which are quite reasonable, but operate from a false assumption
that “factory specifications” are enough. Windows has lots of useful features not included in the default settings which could have
great benefits, but if one doesn’t know the features are there, one
can never enjoy these prospective benefits.
Let’s start by opening the Control Panel and clicking on Programs. In the Programs and Features section click the Turn
Windows Features on or off. A dialog box appears which will
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enable you to turn features on or off. (See illustration).
There’s probably much more here than you
want, so let’s examine several features that
you are more likely to use rather than the
ones which require professional technical
knowledge to be useful.
The Indexing Service got a bad reputation in
Vista because it was annoyingly slow. There
is no doubt that Vista was a resource hog so
any service or utility that had additional requirements tended to bog down the system
even further. Microsoft resolved the problem
in Windows 7 by turning the Indexing Service off by default. That’s too bad because
the utility can actually be very helpful in locating files and other content through flexible
inquiries. Try it, you just may like it.

NOPC Information
General Meetings are held on the 1st
Wednesday of the month at the Harahan
Senior Center.
Time: 6:30
100 Elodie St.
Harahan, LA 70123
—————————————————————-

Programmer’s/Advanced User
Special Interest Group (sig)
Next Meeting scheduled for February
7:00pm
Meetings are held the 2nd Tuesday of
every month at New Horizons
3rd floor.
Please park in rear parking garage (free).
Mike York
vp@nopc.org 738-5997
—————————————————————-

New/Intermediate User
Special Interest Group (sig)
Email your computer problems to Ray before the meeting @
new-user@nopc.org
—————————————————————

Look for NOPC
Twitter.com

Yahoo Groups -nopc_help
www.meetup.com\nopc-club

Website NOPC.org

(Continued on page 3)
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Internet Information Services (IIS) and
Internet Information Services Hostable
Web Core: You will not be held accountable if you don’t know what these tools do
or if you choose to ignore them. IIS is
mostly regarded as a major component of a
server while the Hostable Web Core performs fewer functions and needs fewer resources. If you write web based applications
or wish to experiment hosting a web site on
your desktop, these tools may be essential.
Microsoft Message Queue Server: This
utility has been around for years and most
application developers have come to ignore
it because it’s not new. If you send and receive messages on a regular basis with people who are in remote locations on the
planet, and have “iffy” connections, you
now have a tool to build a message queue,
store a message within it, and send it when
the connection to the recipient is up and running. You can also create a similar structure
for receiving messages. Using this tool effectively requires basic programming skills.
Simple Network Management Protocol
(SNMP): Everyone who uses a computer
on a regular basis should be concerned about
unauthorized access to personal information
or attempts to trick people into revealing information which should remain private. If
you have a home network, wireless or not,
SNMP gives you better control over devices
on the network. You can configure hardware, troubleshoot more effectively, and in
many cases even track down attempts to
crack into your network. This tool requires
a working knowledge of how a network operates.
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Telnet Client: This is a great diagnostic
tool if your email client is acting strangely
and normal diagnostics can not resolve the
problem. Turn it on when you need it, and
turn it off when you’re not using it as there
are security issues with it.
These tools are not for everyone, especially
those with little computing experience, but
your level of knowledge shouldn’t remain at
the novice stage. Challenge yourself and
you won’t be like the guy who thinks he has
twenty years of experience when in reality
all he has is one year of experience twenty
times.
———————————————

WEBSITES FOR YOU
http://www.nimh.nih.gov/index.shtml
National Institute of Mental Health
http://www.bbc.co.uk/science/humanbody/
Games to learn about the human body
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Malware, Viruses, Trojans
Defined
by Ira Wilsker

In the past week, I was called upon
four more times to clean malware off of infected computers. One user had a major
name brand antivirus program installed, running, and updated and could not understand
how the malware had penetrated his antivirus software and contaminated his computer. He had purchased the antivirus software last fall from a big box electronics
store based on the recommendations of a
salesperson. He had been told that this particular brand of security software was the
best as it was their top seller, and that antivirus software was all that he really
needed. Based on that recommendation he
plopped his hard earned money on the
counter, went home, installed it, updated it,
and blissfully surfed the internet, opened
email attachments, downloaded software
and music, and had just a jolly good time
online until his computer gradually slowed
to a crawl, and friends informed him that
they were receiving spam emails from
him. This user was perplexed, as his antivirus software was running, and indicated
that it was updating several times a day. He
just could not understand how 90 different
malware programs had infected his computer. His problem started when he purchased inadequate security software; while
the product he bought was excellent at protecting his computer from viruses, and some
Trojans and spyware, it did not offer the allinclusive protection of the comprehensive
security suite offered by that publisher (and
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others as well) that would have only cost
him a few dollars more.
There is a common misconception in
user circles that viruses are the primary
computing threat, as users have had heard
about viruses for several years. Today, viruses are present, but a relatively minor
threat in terms of prevalence. I did a quick
analysis of the most common new threats
recently listed by TrendMicro, and found
that viruses only made up 4% of the new
significant threats to our computing security. On the other end of the spectrum, Trojans made up 42% of the commonly seen
new threats, worms were at 14%, backdoors
at 14%, web based threats were at 6%, java
script malware was at 6%, 4% were hacking
utilities, 2% adware, and about 8% other
threats. It is obvious that protective software that protects the computer primarily
from viruses is failing to protect the user
from the majority of contemporary threats; it
is precisely this fact that led to this user's infected computer, despite his premium quality antivirus software. A lot of users have a
misconception about the common threats in
circulation, believing that they are generically all viruses, but, as I saw in this case,
this blissful ignorance may lead to a computing nightmare.
While not necessary to use a computer, it would likely be beneficial for computer users to be aware of the different threat
groups that can impact our computing. According to Wikipedia, "A computer virus is a
computer program that can copy itself and
infect a computer." Many viruses attach
themselves to legitimate programs or data
files on the infected computer. The fact that
a computer virus can copy itself to infect
(Continued on page 5)
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other computers is what makes it different
from other types of malware, for which viruses are commonly confused. Viruses can
be spread through digital media (USB
drives, CD or DVD discs, and floppy discs)
or through network connections that the virus can use to copy itself to other attached
computers. Once a virus has infected a
computer it may perform a variety of tasks
as programmed by its author. Viruses may
damage the data on a hard drive or degrade
the performance of the computer. Some of
the viruses are stealthy and their effect may
not be noticeable by the user, as the viruses
do their damage in the background. Some
viruses are functionally benign, other than
they reproduce themselves countless times
on the infected hard drive, until they consume all of the free space on the hard drive.
Computer worms are a malicious
computer program that wriggles through
computer networks sending copies of itself
to other computers attached to the network. Most worms are free standing programs, and are commonly programmed to
spread themselves through the network
without any action by the user. Most worms
have an explicit nefarious function such as
deleting files on the infected computer, or
encrypting critical files, only releasing them
after an extortion payment is made to the cyber criminal. Some worms open a backdoor
into the computer that will enable the creator
of the worm to take remote control of the
computer, converting the computer into a
"zombie" under his control, which can be
used to generate revenue for the originator
of the worm by sending spam mail from the
infected computer, with the spam fees collected going to the author of the
worm. Some worms are used to create a
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zombie network of computers, also called a
"botnet", where the compromised computers
can be used to launch directed cyber attacks
on other computers or networks, in an act of
cyber terrorism.
For those who are aware of the epic
"Helen of Troy" of Greek mythology, the
term "Trojan Horse" means an object looks
like it serves one purpose, but really has an
unobvious, usually nefarious, purpose. Cisco, the networking company, describes a Trojan as, "It is a harmful piece of
software that looks legitimate. Users are
typically tricked into loading and executing
it on their systems". In cyber speak, a Trojan
Horse, typically shortened to the simple
moniker "Trojan" is a program that appears
to have a useful function, but after being installed by the user, the Trojan may be used
to perform other undesirable functions. Some Trojans are money makers for
their authors because they place paid (and
usually unwanted) pop up advertisements
(Adware) on the infected computer, redirect
web searches, or shift online purchases to a
seller not of the buyer's choice without his
knowledge. Some Trojans are keyloggers,
which are commonly used for identity theft,
or to give unauthorized users access to a
computer system. Trojans are often spread
through intentionally downloaded software,
surreptitiously bundled with another often
legitimate program, from email attachments,
and purloined websites with executable contact (ActiveX is sometimes used for
this). Some Trojans can be installed on the
target computer by way of code written in
Java, or a Java script, that when executed,
implants the harmful content on the victim
computer.
(Continued on page 6)
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unauthorized charges appear on the comproOne of the more recent and costly
mised credit card account.
While there are many other cyber
types of malware to attack our computers is
generically referred to as "Rogue Antivirus
threats out there, those listed above are
Software", which is usually implanted on the among the most commonly encountered by
victim's computer by a Trojan. There are
users. The traditional antivirus software will
thousands of these rogue programs in curprotect from some of the threats listed, but
not all of them; this enhanced security caparent circulation, infecting millions of computers at any given time. Rogue antivirus is bility is in the purview of the comprehensive
sometimes installed by the user using "social security suite, or a combination of different
types of individual security utilities, and not
engineering" tactics, which tricks the user
the free standing antivirus program. this is
into clicking on something that installs the
rogue software. Some of the common lures explicitly why I currently recommend a high
quality integrated security suite, rather than
to ensnare the user into loading rogue softan antivirus program. There are several
ware on the computer are offers for free
good commercial security suites available,
screen savers, toolbars, utilities to play speas well as a few free security suites. Just be
cific video formats (often attached to an
aware that antivirus software by itself is inemail), sham online security scanners, contaminated PDF files, insecure web browsers, adequate to protect against today's contemporary cyber security threats.
and other vectors. The common thread of
this rogue software is an authentic look_______________________
ing popup that informs the user that his
computer is (falsely) infected with hundreds
of viruses and Trojans, and for a fee it will
clean the computer. These popups which
Humor
will not permanently close will typically hijack the computer, destroy the installed le“Behind every cloud is another cloud.”
gitimate security software, prevent access to
Judy Garland
online services that can kill it, prevent cleaning utilities from executing, and otherwise
take control of the computer until the user
"If you wish to make an apple pie from
pays a fee, typically $30 to $70. This fee is
scratch, you must first invent the
to be paid by credit card or other online payuniverse."
ment service to a website that looks legitiCarl Sagan
mate, but is really a complete scam. Not
just will the rogue software not clean the
computer of the pseudo infections after the
“A witty saying proves nothing.”
fee is paid, but now a cyber criminal, often
Voltaire
in Russia, has the user's credit card information. it is not uncommon for that same
credit card information to promptly be sold
on illicit websites, and to have substantial
(Continued from page 5)
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CLUB SUPPORTERS

Apcug.net

A reminder for the New /Intermediate user special interest group:
Please email your questions to Ray prior to the meeting.
_______________________________________________________________

Wisdom :
“Winning is not everything … making the effort to win is.”

-Vince Lombardi
"Science is organized knowledge. Wisdom is organized life."
-Immanuel Kant
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Tue

Wed

Thu

Fri

Sat

1

2

3

4

5

6 GENERAL
MEETING 6:30

7

8

9

10

11

12 Advanced
Users meeting7:00

13 NEW\
Intermediate
Meeting 6:30

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

The New Orleans Personal Computer Club (NOPCC) is a private non-profit organization chartered under the State of Louisiana. Its purpose is to provide an open forum for discussion
and education of the membership in the use and application of PCs, peripheral equipment and software. The opinions expressed in this newsletter are those of the author (s) and do not
necessarily reflect those of the NOPCC , its members or its officers. The club does not verify for accuracy the articles in this newsletter and leaves verification of accuracy to its readers.
Articles in this newsletter may be duplicated as long as credit is given to the author (s) and the NOPCC. Annual Dues Schedule: Regular Member, $40/yr.; Family Membership, $60/yr.;
and Students (under 21) , $20/yr. Meetings are held at 6:30 on the 1st Wednesday of each month at Harahan Senior Center, 100 Elodie, Harahan, Louisiana.

NOPC Directory
Elected Officers
President
Vice President
Secretary
Treasurer
Director At Large
Director At Large
Director At Large

Walt Christensen
Mike York
Ray Paternostro
Bill Howard
Tom Gaffney
Kevin Kratzberg
Mary Prinz

Newsletter Editor
Program Chair
Web Master
Publicity Chair

Kevin Kratzberg
A J Levy
Mike York
Tom Gaffney

president@nopc.org
vp@nopc.org
secretary@nopc.org
treasurer@nopc.org
director1@nopc.org
director2@nopc.org
director3@nopc.org

982-3705
738-5997
287-4780
831-1279
460-9337

Standing Committees
editor@nopc.org
programs@nopc.org
webmaster@nopc.org
pr@nopc.org

460-9337
586-9707
738-5997

Special Interest Groups (sigs)
Programming –Dot Net Framework Mike York
New/Intermediate Users
Ray Paternostro

vp@nopc.org
newuser@nopc.org

738-5997
287-4780

Other Important Numbers / Addresses
Club Hotline
NOPC Web Site

Recorded messages. Meeting Information. Open 9:00am-9:00pm
On the World Wide Web. Our own home page and club information.

454-6050

www.nopc.org

